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Next level of security to access the SWIFT interface

AEG-DFA (Dual Factor Authentication)

SWIFT INTERFACE SECURED AND PRO-
TECTED LIKE NEVER BEFORE

Overview
AEG-DFA solution allows operators to authenticate to the 
SWIFT Interface using Dual Factor Authentication concept.
The Dual Factor (two factors) used are:
• Something the user knows (a password)
• Something the user has (a token software such as mobile 
application, or a hardware token)
The combination of these 2 information makes the 
password that the operator should use along with his 
username to  successfully authenticate to SWIFT.

Authentication Process
Basically, each operator working at the company/Bank 
should have a personal token that he keeps with him. He 
uses it to generate a One-Time Password (OTP) everytime 
he wants to connect to the Interface (i.e. a short 6 digit 
password). The operator needs to enter his account 
username, and then the DFA password made of the user’s 
personal password followed by the OTP password he got 
from the token. This is the only way a user can access the 
interface.

Implementation Procedure
AEG provides three options for authentication:

1. Software Token:
The Software Token provides strong authentication built on 
AES-256 bit encryption to generate OTPs using any combi-
nation of digits, letters, special characters, etc. The user can 
install the Token Application either on his PC or on his 
mobile device.

2. Hardware Token:
Each operator at the bank will have his own hardware token 
(small device) that will generate and display the OTP 
password.

3. SMS Option:
SMS Notification is another secure way to authenticate 
without the need for any software or hardware. With this 
option, the Client will get the OTP via SMS message as 
soon as he connects the first time using his credentials. The 
solution is based on SMS gateway service provider or SMS 
modem. The Client is free to choose between the 
software-based token, the hardware-based token, or the 
SMS notification option.

AEG SWIFT-ADK Component
AEG has developed a swift ADK component that allows the 
end-user to easily manage the tokens. Management tasks 
can be performed directly from the SWIFT Interface as well 
as from separate applications.
The solution application uses the same four eyes logic of 
the SWIFT Interface (Alliance Access). For example, 
creating a new token ID is performed by the 2 Security 
Officers of the system. One creates and the other approves.
Further management tasks related to the token can be: 
Token enrollment / Token pin reset / Token revoke … These 
are also performed from the SWIFT Interface. This integra-
tion of the management application within the SWIFT 
Interface will render flexible and easy token management 
for the system administrator and for the end-user.


